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Online safety Policy and Procedures (Includes mobile phones, use of camera and internet) 

This is a statutory policy 

Statutory framework;  – The Safeguarding and Welfare Requirements 
Legislation links Data Protection Act 1998 The Children Act – 1989, 2004

Daisy Chains Nursery are aware that both adults and children use information and communication technology (ICT) in a variety of different formats. It is important that the safety and potential risks for all as well as the value of ICT is recognized and this policy and procedures are set out to be useful to both staff members, parents and other adults including  children’s safety and education when using ICT.

Implementation 

Overall responsibility for policy implementation and review rests with the Manager James Sutton and deputy manager Toni Jones. However, all staff are obliged to adhere to, and support the implementation of the policy. The person named above shall inform all existing (and new) employees / helpers / visitors of the policy and their role in the implementation and monitoring of the policy. 

They will also give all new personnel a copy of the policy within recruitment / induction policies. No company laptops or external hard drives are to be taken home by staff with the exception of the Manager of deputy Manager. The memory cards may be taken by the aforementioned people to develop pictures for use within the setting. 

All staff are made aware of the importance of Safeguarding in relation to online safety practices and it is considered ‘everyone’s role and as such an agreed and shared approach is promoted’.  Safeguarding Awareness training from the Local Authority is given to all staff. Virus protection and security updates are updated regularly for all laptops with internet access. 

Children, staff and parents/carers must be aware of what to do if a potentially unsafe or inappropriate incident takes place. If an incident does occur, then the staff member will write this as a record for concern and it will be recorded alongside our company safeguarding procedures.

Staff training

All staff are given information about the use of the company laptops, printers, scanners, laminators, cameras when they start with the company and supervised when using these for company purposes only and only if relevant to their job position and responsibility. Passwords are used for all company laptops staff are reminded about the security of these. Company emails are set up for the Manager, Deputy manager and Director, however these are not ‘secure sites’ for confidential information. Only Management use the internet for sending out information to other staff, parents or other professionals or agencies, all online communications are addressed in a polite, respectful and non-abusive manner. 

CPD training for staff will be available online and this is an area that the company is aware of and will take necessary precautions when staff use this facility in the future, alongside any other emerging technologies that will be identified for their potential learning and development opportunities.

Electrical checks 

All electrical equipment is checked (PAT testing) for safe use.

Internet use and other types of technology
 
Photographs of the children are stored on a laptop and when a child leaves the pre-school all information, including photographs will be deleted from company records with the exception of ‘identified information within Records Retention toolkit’. Please refer to Our Data Protection Policy – we are registered with Information Commissioners Office (ICO) as we store personal information or images and this is a requirement under the Data Protection Act 1998.

Raising children’s and parents’ awareness of internet safety Children do NOT have access to the internet within the pre-school setting. The company informs parents about the use of ICT within the pre-school in relation to their children and the skills that they will be learning. Parents are reminded about the dangers of children using the internet at home and reminding them about mobile devices that can access the internet that may not have any restrictions such as mobile phones/iPads etc.
 
Social networks 

The company is aware that adults within the setting may use social networks whilst on company premises, a no-mobile phone zone ensures that parents do not use their mobile phones when on site and applies to all other adults visiting the setting. Staff do not have access to their mobile phones whilst working with the children, all staff members personal belongings are stored in a lockable unit situated in the office only available for James Sutton to access, as during staff lunch breaks and in their own time, they may wish to access the internet on their phones in which case it is deemed each individual staff member’s responsibility to be professional in their actions whilst on company premises. Staff will accompany management to the office to collect their belongings, which can only be used off site or in the kitchen area designed for staff lunch breaks. This includes the wearing of smart watches such as apple watches or Fitbits if they become a distraction during working hours.  

Daisy Chains Nursery is looking to set up its own Facebook site for parents and staff overseen by an administrator to maintain confidentiality and professionalism, staff are therefore asked not to allow parent/carers access to their personal profiles unless they are a family member, in which case this is to be discussed with management to agree. If this is the situation then they must sign and agree not to discuss any aspect of Daisy Chains Nursery online. This follows Local Authority Guidance and training on Safeguarding in relation to staff and parents following some recent ‘allegations made against staff in other settings re; confidentiality and professionalism’. These new regulations will form part of the company handbook and induction procedures, all staff will be given clear expectations about company policy and be advised about consequences if misconduct is reported. 

Use of cameras 

Personal cameras are prohibited within the setting, only an authorized room camera should be used to take images during the session times. These are monitored by management and only used to take photos of the children participating in spontaneous moments ‘wow’ pictures that support their observations within the EYFS. No photographs will be taken of any child within the toilet or changing areas, the staff member will always ensure that the child is correctly dressed at all times. Parental permission is sought to take and use photographs offsite for professional, marketing and training purposes. See permissions within registration packs. Only first names of the child will be used for marketing purposes with parent consent. All staff are made aware that they can only use their mobile phones when on their breaks and not working directly with the children, all mobile phone use must be open to scrutiny and the designated officer for safeguarding will consider withdrawing or restricting authorization for use at any time it is deemed desirable to do so. During outings, an authorized mobile phone will be taken, staff are not permitted to use their own personal phones unless with specific permission from the Manager, in the case of an emergency. Staff should not contact parents on their own personal mobile phones.

In the event of ICT Misuse – the company Early Years Designated person (DCPC) for Safeguarding (EYDP) James Sutton is responsible for ensuring the acceptable, safe use and storage of all safe use of ICT and camera technology and images. He is aware that the company can contact the Children’s Advice and Duty Service (CA+DS) or the e-safety officer form the Children’s Safeguards Team if they wish to discuss their current practice.

Following advice from the above, the company will implement an investigation and appropriate actions will be taken following our Safeguarding and Disciplinary procedures. All incidents will be recorded and acted upon. 

Useful websites 
www.mscb.co.uk 
www.kscb.org.uk 
www.ceop.police.uk 
www.ico.gov.uk 
www.kenttrustweb.org.uk 
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